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inspired by the ANR Senslab project

INRIA Lille - anq Europe
— INRIA, UPMC/LIP8, LSIIT, .%55435_‘122%32".;2?%‘2 S—
Thales ey - 7 s e MAC oy
. v IEEE 802.11 Radio Interface
consortium agreement for
re-use of technology

ended up re-doing most of it

INRIA Rennes -
Bretagne Atlantique
256 fixed nodes
IEEE 802.15.4 Radio Interface

INRIA Grenoble -
Rhdne-Alpes
256 fixed nodes
868 MHz Free MAC layer

part of the new work done under ANR ARESA?
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Hardware
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- Changes compared to SenslLab

— Elster/Coronis Excelyo SoC module, 868 MHz
— improved gateway with Pragmatec computer board

— Improved current monitoring board with TI INA226 chip and
analog filter
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Deployment

= 82 devices, indoor, at Meylan

= portable to any site Ethernet socket
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Logiciel infrastructure

- Retour d’expérience démonstrateur ARESA (2009) et SenslLab
— Peu ou pas d’observabilité sur le fonctionnement des protocoles
réseau deployes.
— Difficulté a valider le respect des spécifications des protocoles.
— Analyse de performance impossible.

= Besoin

— Qutils pour observer de maniere systematique le fonctionnement du
réseau.
— communs a tous les utilisateurs (arréter le bricolage ad-hoc)

— geéenériques (indépendants des protocoles étudies)
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poste client

serveur

ethernet

gateway

port série :
115200bauds

noeud ouverts
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Développement librairie de log

poste client

serveur

ethernet

gateway

port série :
115200bauds

noeud ouverts
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Formatage log et horodatage
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poste client

serveur

ethernet

gateway

port série :
115200bauds

noeud ouverts
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Formatage, ordonnancement et multiplexage
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poste client

serveur

ethernet

gateway

port série :
115200bauds

noeud ouverts



Analyse de log, visualisation

poste client

serveur

ethernet

gateway

port série :
115200bauds

. . . noeud ouverts
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Exemple 1 :

modéliser fonctionnement des noeuds

poste client

serveur

ethernet

gateway

port série :
115200bauds

noeud ouverts



Modéliser les noeuds

noeud ouvert noeud ouvert noeud ouvert

— = - Représentation sous

TX  RX TX RX X RX forme

— d’entités (couches) ou

TX RX TX RX TX RX

v ‘ot Vot machines a états

TX ” RX T)'(“ac RX T:(nac RX _ d ,éChangeS
vt v ! v 4 d’information entre
Txradit; ) Txradic; ) radio e th |'té S

- Log ?

v 1 v 1 vt

medium
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Modéliser les noeuds

noeud ouvert eud ouvert noeud ouvert
@ pplication application
TX RX TX RX
—
routing routing
X TX RX TX RX
‘ mac , mac
= TX RX TX RX
radio radio radio
TX R X RX TX RX
medium
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- Log

— échanges inter-entités

— états internes des
entités



Modéliser les noeuds

noeud ouvert

noeud ouvert

noeud ouvert

application application application
TX RX TX RX TX RX
routing routing routing
TX RX TX RX TX RX
mac mac mac
TX RX TX RX TX RX
radio radio radio
TX RX TX RX TX RX
medium

— informations utiles ?
— instrumentation code
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Exemple 2 : usage d’outils standards

poste client

serveur

- quel format de log ?

ethernet

= quels outils d’analyse ?

gateway

port série :
115200bauds

noeud ouverts
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Usage d’outils standard

- format de log PCAP

noeud ouvert 4 passerelle
| I [T |
bytes | 1 T T I |
[ProTocoL o] EVENT_ID EVENT_DATA
LEN
[ [ [ | | [
e f———— T 1. T 11
fields [SYNC[BOF | LEN |  TME OFFSET  [TYP| PAVLOAD | CRC  [EOF |
value OxFF Ox02 var var var var var ox03
passerelle a serveur
1 [ ] [ [ [ [
ytes ——— 11 1 T 1 1
| TS_SEC [ TS_USEC | INCL_LEN | ORIG_LEN |
I 16 | | | 1 LEN
bytes | B R —
fieids [ HEADER | Nope D [TvP | PAYLOAD ]
value var var var var
. )
oy [ L1 l L [ [ | I | |
s —— 11 T 1 — T —t—f—— | — T L — 1 1
| MAGIC NUMBER | v.MAJ | V.MIN THISZONE | SIGFIGS | SNAPLEN | NETWORK |
value Oxa1b2c3dd 0x0002  0x0004 0x00000000 0x00000000 0x000FFFFF 0x00000007
|__GLOBALHEADER | HEADER | noDEID [TvP | PAYLOAD ] ... [ HEADER | NoDE_ID [TYP | PAYLOAD |
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Usage d’outils standard

ana N 1107-2013-12-01-11hS0m.pcap  [Wireshark 1110 (SVN Rev 51784 from ftrunkl]

e 68 Vi Go Cope e i Tosnary Toos Moo ol

s dEEIcNXQ]|s ¢«B=T Blacamavss e

e labsenabity vt 00802 - | Emon. cow Hiy swe

= [t oo s &

2013:12-01 11/5423.002037000 58 Applcation 1

2013-12-01 115423 005973000 63 Appiication  LiskAdd 1

2013-12-01 11:54:23.01 0563000 49 Applcation 1

2013-12-01 11:5423.01 2862000 16 Appicaion  LinkAdd 1

2013-12-01 11:5420 013608000 4 Applcation  LinkAdd |

201 01 11:54:23.01 3846000 49 Apglcaton 1

s 12 115220107200 & vkt Tiinkeaiis’ | Miphonin ok fams w1

2013-12-01 11:54 23,01 5646000 32 Apghoaton  LinkAdd 1

et 1y szsorerioom 0 e, Taoentrams, | Fl sptodin ek rame i ot

frire S SlE B B e

2013-12-01 11:54:22.01 6919000 32 Apglcation 1

2013-12-01 11542304 3908000 23 Applhcaton  LinkAdd 1

2013-12-01 11:54:22.0471 88000 23 Apphcation  TransmiiFrame 15} Appication transmit frame with local ID: 1

20131201 11:5429. 066453000 4 Applicaion  LinkAdd I

203 12 vdezacaarrio e fopteen g

et B aepoiilen & ok g )

2013-12-01 11:5423.0684 12000 2 Appicaton  LinkAdd 1

2013-12-01 11,5422.07 1685000 33 Apgiication ot 1

a0t i seas ez 0 hepleston Tkt B Aopicton ot w1

2013-12-01 11:5420. 848170000 48 RPL TransmitF rame 3 APL transmit frame with local 1D: 1 [type : DIO |

i finatavisns 4 i Va5 oomee s i o1

e et 1 eaesmreza 5 Waouidnc NafFame 21 Van WAl b it -1

So131201 1154200100 4 M. oot 1| v entas b it o K o o

2018:92-01 11:54:93 370456000 51 Hudwrs. Obssvaniity message.
Frama 1232 T S0 T B A3 00 7 MM D00

=3

DLT: 147, Payiasd: sonsoriabs (sensoriabs)
11 sonsorlabs, [Frame sent by Sensoriabs servor]
‘sensorans obsenvabaty protocol
frama evert,

@ [Fie | Packan: | Protie: Detautt
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= outil de capture et
d’analyse Wireshark

— nombreux protocoles
SUPPOItes

— notamment IPv6

= dissectors, taps et
personnalisation



Usage d’outils standard

= - Outil de visualisation

— développé en interne

— basé sur librairie
standard D3.js
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Part 3 evolutions
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Hardware evolution

- replace Coronis module by

— newer radios: aim for 15.4 e radio to start with, k/g next
— flexible interface (USB) + supply shunt resistor ?

- replace gateway computer board?

— our Pragmatec board too little-known

- re-use loT-Lab gateway?
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Software evolution

= leverage our observability tool chain

— Improve network analysis tools

= improve our graphical visualization tool

— scalability in node number, event number
— visualization modalities
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Team-up with other users

- share best practices, create local expertise center
= collaborative development, maintenance

- multi-site platform (Crolles, Montbonnot, Meylan, SMH, Grenoble)

— long range radio network validation
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Questions ?




